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Abstract

The article is devoted to the peculiarities of the open
operating system (OS) application MindSphere in
digital transformation of high-tech enterprises. The
theoretical part of the article notes that nowadays
digital transformation already has a huge impact on
various aspects of business, such as strategy, partner
management, production, pricing, sales, promotion,
and organizational structure. The main task of the
MindSphere platform is to provide fast and cost-
effective connection of the equipment fleet, data
collection, and analysis in order to obtain significant
production and business results. The MindSphere
platform integrates all data sources: Product
Lifecycle Management (PLM), Enterprise Resource
Planning (ERP), Manufacturing Execution Systems
(MES), Quality Management Systems (QMS),
Customer Relationship Management (CRM) and
Internet of Things (IOT) into one analysis center. In
the course of the analysis, the authors found that the
MindSphere OS allows for the effective unification,
search, filtering and evaluation of data taking into
account the context, which gives a significant
synergetic effect and provides a basis for intelligent
decision-making, and therefore significantly reduces
the cost and time to find sources of problems,
allowing to focus on optimizing products, production
and service, considering the creation of value and
increase customer satisfaction. The authors point out
that the implementation of 1OT solutions opens up a
new dimension for business owners in the view of
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AHHOTANNSA

Crarbsi NOCBsIILIEHa OCOOCHHOCTSIM TPHUMEHEHUS
OTKpBITOH oniepauMoHHoi cuctemsl MindSphere B
nudpoBoi TpaHchopManum
BBICOKOTEXHOJIOTMYHBIX NPEaIPUATUH. B
TEOPETHYECKOW YaCTH CTaThH OTMEYAeTCsl, 94TO B
HacTosIIee BpeMst nudpoas TpaHcHopMaLust yrke
OKa3bIBa€T OIPOMHOE BIMSHHE HA pPa3lINIHbIC
acrieKThl OW3Heca, TakMe Kak CTparTerus,
yTIpaBJIeHUE apTHEpaMH, TIPOU3BO/ICTBO,
LIEHO00pa30BaHue, TPOAAXKH, MPOJBIKCHHE U
oprcrpykrypa. OmpereneHa OCHOBHas 3ajada
wiathopmbl MindSphere, koTopast 3akiro4aeTcst B
obecriedueHnn  OBICTPOTO W OKOHOMHYECKH
3¢ GEeKTHBHOTO TIOIKJTFOUEHUS napka
obopyaoBanus, cOOpa ¥ aHAIK3a JAHHBIX C IIETTbI0
NOJIyYeHHs] 3HAYMMBIX JJIsi TPOU3BOJCTBA U
omsHeca pesynbraToB. I[lmatdopma MindSphere
00BbeANHSET Bce NCTOUYHHUKH IaHHBIX: yIIPABIICHUE
KU3HEHHBIM  HHKIOM  mponaykra  (PLM),
laHupoBaHue pecypcoB mnpeanpusitus (ERP),
CUCTeMBl ympaBiieHus mpousBoacteoM (MES),
CHCTeMBl  ympaBiieHHs KkadecTBoM  (QMS),
yIpaBJeHUE B3aUMOOTHOILEHUSMH C KIHMEHTaMHU
(CRM) u 10T B ouH aHanWTHYECKU LEHTp. B
XO0Jie TPOBEACHHOTO AaHalW3a aBTOpaMH OBLIO
YCTaHOBJICHO, YTO OIEpaIMoOHHAs CHCTeMa
MindSphere mno3BomnsieT 3¢h(HEeKTHBHBIM 00pa3oM
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their company based on data, and for the company
itself provides previously inaccessible speed of
operation, transparency of processes and their
optimization, also raises the safety of work and other
aspects of activity to a new level. In the final part of
the article the authors conclude that MindSphere
platform has all necessary qualities to be among the
leaders of the Industrial 10T (I1OT), to provide
customers with the opportunity to qualitatively
transform 10T data into useful business results.

Keywords: advanced IT solutions, digital platforms,
digital transformation of production, improving
business processes, industrial Internet.

Introduction

Maintaining competitiveness in modern production
requires companies not only to produce the highest
quality products, but also to maximize operational
efficiency in global value chains. One of the main
factors exerting pressure on profitability in various
industries is unplanned downtime and equipment
failures, leading to the shutdown of critical segments
of production. Most often, these problems are due to
a lack of transparency in the performance and modes
of operation of machines that do not allow for
predicting and preventing system failures.
According to recent research, only 5% of all
available industry data is used by enterprises to
improve operational efficiency. Digital
transformation already has a huge impact on various
aspects of business, such as strategy, partner
management, production, pricing, sales, promotion
and organizational structure. Coordination in design
and production, product and production data
analytics, and improvement of after-sales services
should become permanent in the future as a
guarantee of business sustainability and efficiency.

To make the most of the wealth of data generated by
smart technology, a digital twin of the product
creation chain (a virtual copy of its lifecycle) is
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CHHEpTeTHYeCKUH »pdeKT u obecreunBaeT 06aszy
JUISL MHTEJUIEKTYaJIbHOTO NPUHATHS PEUICHUH 1
CJIeZIOBAaTENIbHO 3HAYUTEIbHO CHIDKAET 3aTPaThl U
BpEMs1 Ha TIOMCK HCTOYHUKOB IPO0JIEM, TI03BOJISIET
COCPEJIOTOUUTBCA Ha ONTUMH3ALMU H3ACIHH,
MIPOM3BOJICTBA M  OOCIY>KHBaHUS C Y4ETOM
CO3JaHus CTOUMOCTH " TTOBBIIICHUS
YZIOBIETBOPEHHOCTH KIIHEHTOB. ABTOpBI
OTME4YalT, 4uro BHeapeHwe pemennid [OT
OTKpbIBaC€T  BIajenbllaM  OW3HECca  HOBOE
W3MEpPEHNE BO B3MIAAEC HAa HUX KOMIAHHIO,
OCHOBaHHYIO Ha JAaHHBIX, a I caMOi KOMIaHUH
obecreuuBaeT HEJOCTYIIHYIO paHee CKOpOCTb
ONEPALMOHHON  JIeATENBHOCTH, IMPO3PAYHOCTh
MIPOLIECCOB U UX ONTHUMM3ALNIO, TAKXKE Ha HOBBIH
YpOBEHb MOJHHMMAETCsl 0e30MacHOCTh Tpyla U
JIpyTHUE acHeKTHl JeATeNbHOCTH. B 3akiroueHue
CTaThbM aBTOPBI IPUXOMAT K BBIBOAAM, 4TO
mwratpopma MindSphere nmeer Bce HEOOXOIMEIE
Ka4yecTBa, 4YTOOBI OBITh B 4YHCIE JHAEPOB
uHpycTpuanbHoro wHTepHera Bemieir (IIOT),
obecrieunTh BO3MOXKHOCTb 3aKa3IrKaM
KauecTBEHHBIM 00pa3oM TpaHcpopmupoBats [OT-
JaHHBIC B TIOJIC3HBIC OM3HEC-PE3YIIbTATHI.

KiroueBble ciaoBa: mnepenosbie UT-pemrenus,
NPOMBINIICHHBII UHTEPHET, yiy4lleHHe Ou3Hec-
IPOIIECCOB, nugpoas TpaHchopmaus
NPOU3BOJICTBA, HU(PPOBBIE MIAT(HOPMBI.

needed. It is necessary to collect in real time and to
analyze the reliable data from already established
park of the industrial equipment, control systems of
technological processes, logistical and PLM, ERP,
MES and Manufacturing Operations Management
(MOM) systems. Extracting, collecting, and
intelligently analyzing this data in order to develop
and make optimal management decisions in a timely
manner is a critical success factor in the
transformation to a flexible and digital production
model.

Theoretical framework

In the production and service divisions of the
Siemens Group, approaches, technologies, methods
of production data collection, and analysis have been
developed for many years to optimize costs, increase
flexibility and robotization of production, and
improve product design and maintenance. Various
mathematical models of predictive analysis of
equipment operation, industrial knowledge bases,
algorithms of supply and sales analysis, management
and optimization of production chains were created
and applied at various "digital" enterprises
(Snowden, 2002).
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MindSphere OS is designed to support a wider range
of industrial enterprises on the path of digital
transformation, offering them a platform for the
development and integration of their own
applications and services, which will contribute to
the further development of innovations in the field of
IOT. Software AG has implemented scalable
components of its digital business platform into the
MindSphere OS to provide customers with the
flexibility to manage networks of millions of end
devices. The open MindSphere Platform as a Service
(PaaS) OS enables the development of an extensive
ecosystem of partners and the delivery of new
applications that drive new business models, such as
preventive maintenance, energy data management
and resource optimization. Easy access to the OS is
especially important because it allows the use of
Application Programming Interface (API) for the
development of Original Equipment Manufacturer
(OEM) products and applications on request, as well
as open connectivity standards (such as Object
Linking and Embedding for Process Control Unified
Architecture (OPC UA)). Thus, the MindSphere OS
forms the basis for new business models (Abdikeev,
Bogachev, Bekulova, 2019).

The main task of the MindSphere platform is to
provide fast and cost-effective connection of the
equipment fleet, data collection and analysis in order
to obtain significant production and business results.
Companies can use MindSphere to create closed-
loop production, to seamlessly integrate operational
data across the value chain. The MindSphere
architecture has several levels (Kurtz, Snowden,
2003). The cloud platform itself is central, providing
all the services and interfaces required to run the
application layer developed by Siemens partners,
customers, and companies. The data collection layer
allows connecting different data sources from
motors and industrial controllers to different
enterprise IT systems and external cloud services.
All these layers are "threaded" onto the identification
and protection system, in particular, all data
transmitted to the platform is protected with Secure
Sockets Layer (SSL)/ Transport Layer Security
(TLS) encryption with a key length of 256 bits. The
MindSphere platform layer provides a secure data
storage and a single authentication and access
gateway to MindSphere Gateway data. In general,
information security issues at all levels of
MindSphere are given priority, and cyber security
solutions used in MindSphere are based on
international standards 1SO 27001, IEC 62443, etc.,
which provides the highest level of protection.

An important feature of the platform layer based on
the open source solution Cloud Foundry is the ability
to work in different cloud environments and resource

virtualization infrastructures. Currently,
MindSphere platform is available in Infrastructure as
a Service (laaS)-cloud Amazon Web Services, and
in the nearest future the manufacturer plans to
provide MindSphere in Microsoft Azure and further
in other cloud environments. The MindConnect data
collection layer is designed for fast and seamless
integration with existing data sources, IT systems
and devices from both Siemens (e.g. Simatic S7-
1500 Programmable Logic Controller (PLC) or
Sinumerik Numerical Control 840D sl) and other
vendors. This can be done using ready-made
hardware gateways MindConnect Nano and
MindConnect 10T2040, supporting open protocols
S7 and OPC UA. To connect the devices can be used
open source library MindConnect Lib, which allows
you to embed software transfer agents in the
platform MindSphere in almost any equipment
equipped with a microprocessor and hardware
interface coupling (Isaychenkova, 2019).

Production equipment and machines can create large
data streams and signals generated with high
frequency. The analysis of these signals allows to
control and predict the operation of the equipment by
comparing the data of the actually functioning
system with its digital model, to detect anomalies
and deviations. In many cases, it is inefficient and
expensive to completely transfer "raw" data to the
10T cloud platform in terms of bandwidth. To meet
the challenges of signal processing and streaming
data, the MindSphere platform offers additional on-
site monitoring and analysis tools. The Condition
Monitoring System (CMS) X Tools subsystem is a
CMS from Siemens, which includes libraries and
signal analysis tools. The integration of CMS X
Tools can enrich a MindSphere-based solution with
effective spectral and vibration analysis capabilities
for signals up to 192 kHz, dynamic correlation of
data flows, search for anomalies and trend detection
(Siemens PLM Software, 2018).

Pre-processed and compressed data are then
transferred to the MindSphere cloud platform for
further analysis, for example, in the context of
related equipment and its history. CMS X Tools
software components do not require any specialized
hardware and can be installed on industrial
computers manufactured by Siemens or on any
standard computer or server running Windows. The
solution supports a wide range of quick-connect
devices that do not require additional modules for
integration with the MindSphere platform (Dmitriev,
Novikov, 2019).
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Methodology

As research methods, an analytical assessment of the
forecasts of the development of technologies for
building and developing digital enterprises presented
by experts of the company Siemens PLM Software
is used. The study is based on a comprehensive
analysis and subsequent assessment of the main
results of the implementation of the technological
transformation processes of industry, with the
subsequent determination of its key areas and
directions. The analysis is based on materials from
domestic and foreign scientists, data provided by
leading high-tech enterprises. Now we are going to
consider the components of the platform
MindSphere (Skripkin, 2017):

e Research and visualization:

o Tableau-based data research, analytics and
visualization tools;

o search for problem points;

o trend analysis and search for optimal
solutions.

e  Process creation:

o creation of processing processes, data
enrichment, and response to events based
on Node-RED;

o processes started manually, based on
temporary events (or thresholds) or through
the RESTful API.

e Flow analysis:

o quickly customizable application for
analyzing streams/series from devices;

o quick analysis and display of data for an
effective understanding of the installed
fleet;

o transferring results to customers and
partners.

e Report building:

o creating individual reports and data display
panels based on TIBCO Jaspersoft solution;

o combination of various data sources, search
for dependencies and relationships in data;

e Modeling:

o building predictive models, including
machine learning;

o various algorithms and libraries, including
TensorFlow, Spark MLIib, NumPy, Scikit
Learn, Keras, SciPy, Matplotlib, Pandas,
Theano Hi Pengcheng

o The MindSphere platform combines all
data sources: PLM, ERP, MES, QMS,
CRM, and IOT into one analytical center.
MindSphere OS allows (Ananyin, Zimin,
Lugachev, Gimranov, Skriprin, 2018):

o search and analyze data from suppliers,
manufacturers, and customers within
seconds;
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o shows a complete picture of the entire value
chain;

o makes it possible to close the chains
between the design, production, and
operation of the product;

o provides tools for quick contextual search,
data quality analysis, performance analysis,
and visualization.

Consequently, MindSphere OS allows efficient
unification, search, filtering, and analysis of data
taking into account the context, which gives a
significant synergistic effect and provides the basis
for intelligent decision making. This significantly
reduces the cost and time of searching for sources of
problems, allows focusing on optimizing products,
production, and services, taking into account value
creation and increasing customer satisfaction
(Dmitriev, Novikov, 2019).

Using web-based tools for graphical configuration of
connections, in the context of MindSphere, we can
create flexible integration that integrates enterprise
systems both in the cloud and locally.

MindConnect API. It is an API that allows the
customer to both program and use special connectors
that interact with the standard MindSphere API.

MindConnect Integration. It is an option to connect
multiple data management systems to MindSphere,
including ERP, MES, and Supervisory Control and
Data Acquisition (SCADA) systems.

MindAccess Developer Plan. The developer's plan
provides the creation of reliable 10T applications
using in-depth analytics and services, including data
management, intelligent training and visualization,
to accelerate the development process. Developers
can easily make, register, and test their applications,
as well as access to an ever-expanding list of APl and
services.

MindAccess Operator Plan. An Operator Plan that
provides a dedicated environment for launching
production applications. System administrators can
seamlessly manage, run, track, and publish
applications for customers and partners using the
MindSphere Store.

Digitalization of production involves change at all
levels (Shamaeva, 2018):

Business level:

o new design thinking and focus on
customers;

o active ecosystem (open innovation,
extended enterprise, and data sharing);
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o modular structure of products and services;

o innovative culture, flexibility, and risk
orientation.

e Operational level:

o transformations in design, production,
marketing, sales, and service;

o new competencies and roles (selling new
values, data analytics, and new services);

o changes in organizational structure (new

knowledge, new culture, customer

experience, and shared responsibility).

Technological level:

focus on scalability, modularity, and reuse;

lifecycle data analytics;

data infrastructure and information

security;

o flexibility =~ of  operations and
minimization of operational risks.

o O O e

Neither IOT project can be divorced from the
specifics of the client’s company business, that is
why none of the technical or organizational
decisions can be made without mutual preparatory
work. The result of this work is a business plan for
the implementation of IOT solutions. A business
plan is only a hypothesis about how effective the
solution will actually be, and this hypothesis is tested
at the mandatory stage of pilot implementation on
small volumes (short term, small number of physical
objects, etc.). As a rule, the cost of such a “pilot” is
much lower than full-scale implementation and
future benefits and justifies its implementation. The
general approach to solving problems using 10T
includes the following (Isaychenkova, 2019):

e data collection, accumulation, and analysis.
This stage can be shortened if there is
already accumulated data and experience in
the subject area.

e creating and linking models. It includes
verification of models and determination of
the basic boundary conditions for their
functioning.

e definition of general rules and automation.
There are response rules, including
automation of decision-making processes.

Implementing 10T solutions opens up a new
dimension for business owners in looking at their
data-driven company. For the company itself, it
provides the previously inaccessible speed of
operations, transparency of processes and their
optimization. Work safety and other aspects of
activity are also rising to a new level. At the stage of
technical implementation, specialists perform the
following (Kurtz, Snowden, 2003):

o development of network and software
architecture solutions;

e preparation of IT infrastructure, if
necessary, work can be carried out both
with client capacities and in cloud or hybrid
hosting;

e development of code for client and server
applications, as well as embedded software;
functional, integration and load testing;
development of documentation.

Now we are going to consider the value of digital
transformation of your existing IT infrastructure
with MindSphere:

Equipment manufacturer:

o increase of efficiency/reduction of costs for
warranty support;

o visualization and control of the established
fleet;

o automatic notification of failures and
accidents;

o new business models and services;

o directed provision of a guaranteed level of
reliability;

o product improvement through feedback and
job analysis;

o use of operational data for validation,
model optimization, and engineering.
Equipment operator:

o increase productivity/equipment uptime;

o predicting  failures  for  preventive
maintenance, reducing downtime or
unplanned outages;

o fleet optimization;

o optimal configuration and maximum load
of equipment, peak analysis, energy
consumption, etc.;

o improving the efficiency of equipment
maintenance;

o lengthening of service cycles due to
optimal performance.

Results

The tasks of production optimization, of course, not
only include monitoring and diagnostics of industrial
equipment. It is necessary to promptly consider the
condition of the warehouse, information from
suppliers and customers, quality parameters of raw
materials and products, etc. MindSphere Product
Intelligence application includes all necessary
interfaces and tools for data collection and analysis
from different sources (suppliers, manufacturers,
and customers) in combination with industrial data.
The solution allows for the unification, search,
filtering, and analysis of data according to the
context (e.g. product batch, component supply,
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production conditions, and operating conditions).
This enables intelligent decision making and reduces
costs and time to source problems (Kurtz, Snowden,
2003).

Regardless of their purpose, the key characteristics
of 1IOT-platforms and applications that
fundamentally distinguish them from "traditional”
means of automation, which can include almost all
domestic developments of them, are as follows
(Novikov, Veas Iniesta, 2019).

Cloud (public, hybrid) model of providing
application functions, which, unlike the model of
selling licenses for on-premise installations allows
provider/developer to accumulate and analyze data
of all connected users of the application. The array
of data and its analysis models are the main assets of
any developer of such applications, which are used
by strategic investors when estimating the
developer's value.

Openness of the platforms and services provide
intensive two-way information exchange with a wide
variety of external systems. API-integration with
ERP and accounting applications, with PLM/SLM
applications, systems of suppliers, and buyers with
implementation of through traceability is obligatory.

Full functionality6 which occurs at the expense of
formation of the ecosystems consisting of "base" and
analytical 110T-platforms, applications IOT ERP
and IOT PLM, total functionality of such 11OT-
ecosystems covers business processes of the account
and planning of the top level (ERP, Business
Intelligence (BI)), and Automated process control
system (Automated Process Control System
(APCS)), and also processes of management of
products and services on all their lifecycle
(PLM/SLM).

Many Siemens companies have already carried out a
deep integration of MindSphere analytics into end-
to-end production and product design processes. The
factory of industrial controllers of family Simatic by
means of analytics and data exchange between cloud
platform MindSphere, MES-system Simatic IT,
PLM-system Teamcenter and ERP-system SAP
could reach 75% automation of processes of
manufacture for more than 1 000 variants of
products. Depending on the orders placed by
customers, the plant automatically reconstructs
production lines up to 350 times a day (Snowden,
2002). Optimization of equipment and processes
loading allowed increasing production volume nine
times since the beginning of production at the same
areas and the same number of staff. Thanks to
adaptive quality control of technological processes
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and components, the output of suitable products
reaches 99.85%.

Conclusions

Thanks to the rapid development of information and
communication technologies, as well as the steadily
growing demand for 10T solutions, dozens of 10T
platforms enter the market every year. At the same
time, previous experience in platform development
in such areas as social networks, transport,
hospitality, and other segments shows that as a result
of competitive selection and  subsequent
consolidation, three to five platforms, both with
technical advantages and offering profitable and
efficient business models, are reaching the finish
line. The MindSphere platform is a global partner
ecosystem that provides sustainable 10T solutions
and flexible services to meet customer requirements.
MindSphere offers partners an unprecedented
opportunity to participate in the digital
transformation of companies, regardless of industry
or size. Customers can optimize the entire value
chain from design and manufacturing to
productivity.

The unpreparedness of Russian industrial enterprises
for a cardinal digital transformation is the main
constraint to the development of I1OT-platforms and
applications ecosystems in Russia. In this regard, it
is important for Russian developers of I10T-
platforms and applications to understand that the
currently forming global ecosystem of cloud-based
I1OT applications, each of which performs its role
and interacts with others, is still open to new players.

Using web-based tools for graphical configuration of
connections, it is possible in the context of
MindSphere to create a flexible integration that
combines corporate systems, both in the cloud and
locally, which means that the MindSphere platform
has all the necessary qualities to be among the
leaders of the I1OT, providing customers with the
ability to transform IOT data into useful business
results. At the same time, the platform stimulates the
development of a wide ecosystem of partners who
build their business on innovative digital services.
Available in Russia MindSphere platform now opens
new opportunities of the digital age also for Russian
customers and partners.
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